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AR0200 – INFORMATION SECURITY 
  
1.0 PURPOSE 

To ensure that Interior Health (“IH”) maintains the confidentiality, integrity and availability of 
information stored on all of IH’s information systems, including shared information systems 
(“Systems”) and paper records.  This is the primary Policy for information security within IH and 
covers a range of control objectives.  Other IH policies and guidelines provide additional details 
and specific requirements for particular subject areas discussed in this Policy. 

Specifically, this Policy: 

 Establishes a framework for operations to minimize risk and respond effectively to any 
security incidents that may occur; 

 Ensures that IH meets its legal and ethical obligations to protect Confidential Information; 

 Communicates roles and responsibilities in respect of information security; 

 Establishes a secure and stable environment for processing, storage/retention and 
destruction of information,  

 Guides consistent adherence to security measures across IH; and 

 Determines the status of information security management activities ensuring that 
security risks are cost effectively managed. 

 
2.0 DEFINITIONS 

See Appendix A. 

 
3.0 POLICY 

3.1 Scope 

This Policy applies to all computer and network Systems owned or administered by IH, or 
operated by a third party on behalf of IH.  This includes all of IH’s processing facilities, all 
computer platforms, all computers and all application systems (whether developed in-house, 
commercial off the shelf software “COTS” or purchased by third parties). 

This Policy applies to all Staff, Users and Agents of Systems and information in any format, 
including but not limited to, electronic or paper. 

This Policy also applies while in the course of working and conducting business for or on behalf of 
IH, including when off-duty, and extends beyond the completion of the employment or business 
relationship.  

3.2 Principles 

Information security is a shared responsibility that requires the involvement and participation of all 
Staff, Users and Agents of IH. 

IH must provide clear policy direction for the protection of its Systems and Confidential 
Information. 
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System security measures for the protection of the confidentiality, integrity and availability of 
information must be commensurate with the level of sensitivity of the information and the value 
and importance of the information to IH. 

System security controls must comply with relevant legislative and regulatory requirements for the 
protection of individuals’ privacy. 

IH will follow the international standard ISO/IEC 27002: Code of Practice for Information Security 
Management as the foundation of its information security practices. 

IH will develop procedures and technical standards to support this Policy as appropriate. 

3.3 Information Security Risk Management 

IH will take reasonable measures to comply with this and related policies. A risk assessment must 
be conducted prior to deploying a System in production and periodically thereafter to ensure 
exposure to vulnerabilities are identified and implementation of appropriate measures are 
undertaken to mitigate risk. 

3.4 Security Policy, Procedures and Standards 

Information Management & Information Technology (IMIT) will set a clear direction and 
demonstrate support for and commitment to information security through this and other 
information security policies, guidelines, procedures and standards. 

This Policy must be reviewed at planned intervals in accordance with the IH Policy Framework, 
and whenever significant changes occur to ensure its continuing suitability, adequacy and 
effectiveness. 

3.5 Organization of Information Security 

3.5.1 Internal Organization 

IH will implement and manage an information security program to protect Systems and 
Confidential Information stored on Systems.  The information security program is overseen by the 
Chief Information Officer, Chief Privacy Officer or designate.  The security program will: 

a) ensure that information security goals are identified, meet organizational requirements, 
and are integrated into relevant processes; 

b) formulate, review and approve this Policy and related policies, guidelines, procedures 
and standards; 

c) review the effectiveness of the implementation of this Policy and other related policies, 
guidelines, procedures and standards; 

d) provide clear direction and visible management support for security initiatives; 

e) provide the resources needed for information security; 

f) approve assignment of specific roles and responsibilities for information security; 

g) initiate plans and programs to maintain information security awareness; and 

h) ensure that the implementation of information security controls are coordinated and 
consistent across IH. 
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Information security activities may also be coordinated by representatives from different parts of 
IH with relevant roles and job functions. 

All information security responsibilities must be clearly defined.  Individuals with allocated security 
responsibilities may delegate security tasks to others; however, the individual remains 
responsible for ensuring that any delegated tasks have been correctly performed. 

3.5.2 Independent Review 

IMIT’s approach to managing information security and its implementation (i.e. control objectives, 
controls, policies, processes, guidelines and procedures for information security) must be 
reviewed independently at planned intervals, or when significant changes to the security 
implementation occur.  The independent review will be initiated by the IH Chief Information Officer 
(CIO).   Such a review will be carried out by individuals independent of the area under review, 
e.g. IH Internal Audit group or a third party organization specializing in such reviews.  The results 
of the independent review must be recorded and reported to the IH Senior Executive.  If the 
independent review determines that the organization’s approach and implementation to managing 
information security is inadequate or non-compliant with this Policy, the IH CIO will take corrective 
actions as necessary. 

3.5.3 External Parties 

The security of the IH’s Systems and Confidential Information must not be compromised by the 
introduction of External Parties, the products or services they provide or External Users.  Access 
to the IH’s Systems facilities by External Parties must be controlled.  Where there is a business 
need for working with External Parties that require access to the IH Systems and Confidential 
Information, or in obtaining or providing a product or service from or to an External Party, a risk 
assessment must be carried out to determine security implications and control requirements.  
Controls must be agreed upon and defined in an agreement with the External Party. 

Agreements with External Parties involving accessing, processing, communicating or managing 
IH’s Confidential Information or Systems must cover all relevant security requirements.  Periodic 
reviews are required to ensure compliance with agreements with External Parties. 

Outsourcing arrangements must address the risks, security controls and procedures for Systems 
in the contract between IH and the External Parties. 

Security requirements must be identified and addressed before giving External Parties or External 
Users access to IH’s Confidential Information or Systems. 

 
3.6  Asset Management 

3.6.1 Responsibility for Assets 

Management responsibility must be identified for all major Systems and Confidential Information.  
The responsibility for the maintenance of appropriate controls must be assigned to designated 
individuals. 

The following must be inventoried, tracked and prioritized based on classification, criticality and 
business value. 

- Physical devices 

- Systems,  
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- Software platforms 

- Applications 

- Organizational communication and data flows 

Rules for the acceptable use of Systems and Confidential Information must be identified, 
documented and implemented.  Acceptable uses of Systems are set out in Policy: AR0100 – 
Acceptable Use of Information Systems. 

3.6.2 Information Classification 

All major Systems and Confidential Information must be identified and classified according to the 
value, legal requirements, sensitivity and criticality to IH.  An appropriate set of procedures for 
information labeling and handling must be developed and implemented in accordance with the IH 
data governance and information classification scheme. 

3.7 Human Resources Security 

3.7.1 Prior to Employment or Commencement of Services 

Security roles and responsibilities of Staff, External Parties and External Users require defining 
and documenting in accordance with this Policy. 

All Users must sign or agree to a Data Access and Confidentiality undertaking or appropriate 
terms of use governing their use of the System(s) to which they have been provided access.  
They must also be provided with appropriate policies and guidelines that pertain to information 
security, acceptable use of information systems, protection of privacy and confidential 
information, and general standards of conduct. 

External Parties must not acquire access to a System or Confidential Information unless there is 
an agreement in place between the External Party and IH.  The agreement must include 
appropriate privacy, confidentiality and security obligations governing their access to the System 
or Confidential Information.  (See the IH Access Services Catalog).  

Background verification checks on all candidates for employment, contractors and External Users 
must be carried out in accordance with relevant laws, regulations and ethics, and proportional to 
the business requirements, the classification of the information to be accessed and the risks. 

3.7.2 During Employment or Delivery of Services 

IH management must ensure that Staff and Users comply with their security responsibilities as 
outlined in this Policy and related policies, guidelines, procedures and standards. 

All Users must receive appropriate information security awareness, education or training and 
regular updates to IH security policies, guidelines, procedures and standards, as relevant for their 
job functions.  External Parties and Users must also receive security awareness, education or 
training as appropriate for their level of access to Systems or Confidential Information.   

3.7.3 Termination or Change of Employment or Services 

All Staff, Users and Agents must return all of the IH’s assets, equipment and records in their 
possession upon termination of their employment or relationship with IH. 

http://inet.interiorhealth.ca/infoResources/policies/Documents/Information%20Systems%20Acceptable%20Use%20of.pdf
http://inet.interiorhealth.ca/infoResources/policies/Documents/Information%20Systems%20Acceptable%20Use%20of.pdf
http://insidenet.interiorhealth.ca/technology/IMITservice/accessServices/Pages/default.aspx
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The access rights of all Staff, Users and Agents to Systems and Confidential Information must be 
removed upon termination of their employment, contract or agreement with IH or modified 
accordingly if their position of functional role within IH changes.  IH must also be notified when 
access for a third party is no longer required. 

3.8 Physical and Environmental Security 

3.8.1 Secure Areas 

Security perimeters (barriers such as walls, card controlled entry doors or manned reception 
desks) must be used to protect areas that contain Systems and Confidential Information. 

Secure areas must be protected by appropriate entry controls to ensure that only authorized 
personnel are allowed access. 

Physical security for offices, rooms and facilities must be designed and applied. 

Access points such as delivery and loading areas and other points where unauthorized persons 
may enter the premises must be controlled and, where possible, isolated from information 
processing facilities to avoid unauthorized access. 

3.8.2 Equipment Security 

All Systems must be protected to reduce the risks from environmental threats and hazards, and 
opportunities for unauthorized access. 

Systems must be protected from power failures and other disruptions caused by failures in 
supporting utilities. 

Power and telecommunications cabling carrying data or supporting information services must be 
protected from interception or damage. 

Systems must be correctly maintained to ensure continued availability and integrity. 

Security must be applied to Systems taken off-site considering the different risks of working 
outside of IH premises. 

All Systems containing storage media must be checked to ensure that any Confidential 
Information and licensed software has been removed, or securely overwritten, or physically 
destroyed prior to disposal.   

3.9 Communications and Operations Management 

3.9.1 Operational Procedures and Responsibilities 

Documented procedures must be created and maintained for the secure operation of all Systems. 

Changes to Systems must be controlled.  Operational Systems and application software must be 
subject to strict change management control.  Formal management responsibilities and 
procedures must be in place to ensure satisfactory control of all changes to equipment, software 
or procedures.  When changes are made, an audit log containing all relevant information must be 
retained. 

Duties and areas of responsibility must be segregated where appropriate to reduce opportunities 
for unauthorized or unintentional modification or misuse of Systems. 
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Development, test and operational Systems must be separated (physically or logically) to reduce 
the risks of unauthorized access or changes to the operational System. 

3.9.2 External Party Service Contract Management 

Security controls, service definitions and delivery levels must be included in any External Party 
service contract.  IH must verify the implementation of agreements, monitor compliance with the 
agreements and manage changes to ensure that the services being delivered meet all 
requirements agreed with the External Party. 

The services, reports and records provided by the External Party are to be monitored, reviewed, 
and regular audits carried out. 

Changes to the provision of External Party services, including maintaining and improving existing 
information security policies, procedures and controls, require administering, taking account of 
the criticality of business Systems and processes involved and re-assessment of risks. 

3.9.3 System Planning and Acceptance 

The use of Systems must be monitored, tuned and projections made for future capacity 
requirements to ensure the required System performance. 

Acceptance criteria for the new Systems, upgrades and new versions must be established and 
suitable tests of a System(s) carried out during development and prior to acceptance. 

3.9.4 Protection against Security Threats 

Detection, prevention and recovery controls to protect against security threats and appropriate 
User awareness procedures must be implemented. 

3.9.5 Back-Up 

Back-up copies of essential information within Systems must be taken regularly and tested to 
ensure recovery of System.  

It is the responsibility of Users for identifying data requiring a back-up is saved on appropriate 
network drives. 

3.9.6 Network Security Management 

The IH network must be adequately managed and controlled to protect it from threats and to 
maintain security for the Systems and applications using the network, including information in 
transit. 

Devices connected to the IH network must not be modified, disconnected or relocated without 
appropriate prior approval by IMIT. 

Wireless access points, peer to peer wireless connections and Wi-Fi devices must be configured 
and installed as per the IH Wireless (WiFi) Network Policy – AR0300. 

Security features, service levels and management requirements of all network services must be 
identified and included in any network services agreement, whether these services are provided 
by IH or outsourced to an External Party.  

3.9.7 Media Handling 
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Procedures for handling, reusing, and disposing of media containing Confidential Information 
must be established and communicated to Users in accordance with IH’s Security Standards for 
the Handling of Confidential Information (Security Bulletin #8). 

3.9.8 Exchange of Information 

Formal exchange policies, procedures and controls must be in place to protect the exchange of 
information through the use of all types of communication methods. 

Agreements must be established for the exchange of information and software between IH and 
External parties.  

Media containing Confidential Information must be protected against unauthorized access, 
misuse or corruption during the transportation beyond an organization’s physical boundaries. 

Policies and procedures must be developed and implemented to protect information associated 
with the interconnection of Systems. 

Confidential Information involved in electronic messaging must be appropriately protected as 
described in the policy: AR0500 – Email and Text Messaging and supporting Emailing Personal 
Information Guidelines. 

3.9.9 Electronic Commerce Services 

Confidential Information involved in electronic commerce passing over public networks must be 
protected from activities including but not limited to: fraudulent activity, contract dispute, and 
unauthorized disclosure and modification. 

3.9.10 Monitoring & Logging 

Audit logs recording exceptions and other security relevant events must be produced and 
retained for an agreed period to assist in future investigations and access control monitoring. 

Procedures for monitoring and auditing use of Systems must be established and the results of the 
monitoring activities reviewed regularly. 

Logging facilities and log information must be protected against tampering and unauthorized 
access. 

3.10 Access Control 

3.10.1 Application and Information Access Control 

Access to Systems, networks and Confidential Information are controlled on the basis of “need-
to-know” and the principle of “Least Privilege”. 

3.10.2 User Access Management 

There must be a formal User provisioning and de-provisioning procedure in place for granting and 
revoking access to all Systems and Confidential Information. 

The allocation of passwords must be controlled through a formal process and as described in the 
IH User Identification and Password Policy – AR0700. 

Management, and where applicable, IH’s agents are responsible for ensuring appropriate User 
access to IH Systems. 

http://insidenet.interiorhealth.ca/infoResources/InfoSecurity/Documents/Security%20Bulletin%208%20-%20Secure%20Handling%20of%20Confidential%20Info.pdf
http://insidenet.interiorhealth.ca/infoResources/InfoSecurity/Documents/Security%20Bulletin%208%20-%20Secure%20Handling%20of%20Confidential%20Info.pdf
https://www.interiorhealth.ca/AboutUs/Policies/Documents/Email%20and%20Text%20Messaging.pdf
http://insidenet.interiorhealth.ca/infoResources/IPS/Documents/Emailing%20Personal%20Information.pdf
http://insidenet.interiorhealth.ca/infoResources/IPS/Documents/Emailing%20Personal%20Information.pdf
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3.10.3 Operating System Access Control 

Access to operating systems must be controlled by a secure log-on procedure. 

All System passwords must follow standards defined in the IH User Identification and Password 
Policy – AR0700.   

Restrictions on connection times must be used to provide additional security for high risk 
applications and/or Systems where inactive sessions must timeout after a defined period of 
inactivity. 

3.10.4 Mobile Computing and Teleworking 

Appropriate security measures must be adopted to protect against the risks of using mobile 
computing and communication devices. 

Users must not take portable storage devices, paper records or media off IH premises without 
prior approval of their manager or immediate supervisor.   

Staff and Users who commonly work outside the workplace environment must follow the privacy 
and security standards defined in the AU1300 Flexible Work Location Policy and Guidebook. 
Teleworking security standards are also defined in the Work from Home (Security Bulletin #3). 

3.11 Information Security in System Acquisition, Development and Maintenance 

3.11.1 Security Requirements of Systems 

Statements of business requirements for new Systems, or enhancements to existing Systems 
must specify the requirements for security controls. 

All security requirements must be identified at the requirements phase of a project and justified, 
agreed and documented as part of the overall business case for Systems.   

The use of operational data or databases containing Confidential Information must not be used 
for testing purposes.  Production data may be used for certain types of System testing provided 
that all personally identifiable data elements or sensitive content is removed or de-identified 
before use. 

Where feasible, appropriate controls, audit trails and activity logs must be designed into Systems 
containing Confidential Information.  Control requirements must be determined on the basis of a 
risk assessment. 

3.11.2 Data Integrity 

Data input to applications require validation to ensure that data is correct and appropriate. 

Validation checks require incorporating into applications to detect any corruption of information 
through processing errors or deliberate acts. 

Requirements for ensuing authenticity and protecting message integrity in applications must be 
identified and appropriate controls identified and implemented. 

3.11.3 Encryption Controls 

Encryption must be used in appropriate circumstances to protect Confidential Information from 
unauthorized and unintended disclosure.  See Reference #10 for Security Standards for the 
Handling of Confidential Information. 

http://insidenet.interiorhealth.ca/infoResources/InfoSecurity/Documents/Security%20Bulletin%203%20-%20Work%20From%20Home.pdf
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3.12 Information Security Incident Management 

3.12.1 Reporting Information Security Breaches 

All Staff and Users of Systems are required to report any confirmed or suspected security 
breaches as defined in the policy: AR0450 – Managing Privacy and Security Breaches.   

3.12.2 Logging of Information Security Incidents 

Security Incidents must be logged, tracked and significant incidents identified and reviewed by 
the IMIT Leadership Team. 

3.13 Disaster Recovery and Business Continuity Planning 

3.13.1 Information Security Aspects of Business Continuity Management 

A managed process must be developed and maintained for business continuity throughout IH that 
addresses the information security requirements needed for IH’s business continuity. 

Events that can cause interruptions to business processes must be identified, along with the 
probability and impact of such interruptions. 

Plans require development and implementation in order to maintain or restore operations, and to 
ensure availability of information at the required level, and in the required time scales following 
interruption to, or failure of, critical business processes. 

A single framework of business continuity plans must be maintained to ensure all plans are 
consistent, to address information security requirements as well as organizational needs, and to 
identify priorities for testing and maintenance. 

Business continuity plans must be tested and updated regularly to ensure that they are current 
and effective. 

3.14 Compliance 

3.14.1 Compliance with Legal Requirements 

Appropriate procedures must be implemented and kept current to ensure compliance with 
legislative, regulatory, and contractual requirements on the use of information which there may be 
intellectual property rights and on the use of proprietary software products. 

Confidential records must be protected from loss, destruction and falsification, in accordance with 
statutory, regulatory, and contractual requirements.  Retention periods for IH information are 
defined in the policy: AL0700 - Records Retention. 

Data protection and security controls must be implemented as required by relevant legislation, 
regulations, and, if applicable, contractual clauses. 

 
3.14.2 Compliance with Security Policies and Standards 

Staff and Users are accountable for complying with this Policy and related policies, standards and 
guidelines.  All deviations and non-compliance with these policies must be recorded, including the 
specific actions taken.  Any material violations to this Policy must be reported to the IH 
Information Privacy and Security Office. 

Managers are required to ensure that all security procedures within their area of responsibility are 
carried out correctly to achieve compliance with this and related policies. 

http://inet.interiorhealth.ca/infoResources/policies/Documents/Managing%20Privacy-Security%20Breaches-Violations.pdf
http://inet.interiorhealth.ca/infoResources/policies/Documents/Records%20Retention.pdf
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Failure to comply with this Policy and other related policies may result in disciplinary action 
including, but not limited to, termination of access, termination of employment, termination of 
contract, loss of privileges as a student placement or volunteer role, withdrawal of privileges or 
professional sanctions, and prosecution and liability for loss or damages. 

3.14.3 Information Systems Audit Considerations 

Audit requirements and activities involving checks on operational Systems must be carefully 
planned and agreed to minimize the risk of disruptions to business processes. 

Access to System audit tools must be protected to prevent any possible misuse or compromise. 

On-going planned and ad-hoc compliance reviews for IH, partners and service providers must be 
conducted.  Consent of the asset owner or facility manager is not needed by the IH Information 
Privacy and Security Office and Internal Audit Team.  All Systems are subject to inspection at any 
time. 

4.0 PROCEDURE 
 
4.1 Staff and Agents 

4.1.1 Review this Policy prior to commencing employment or a relationship with IH and on an 
annual basis thereafter. 

4.1.2 Report any breaches of this Policy to a supervisor, designate, and to the IH Privacy & 
Security Office without fear of reprisal. If necessary, complete an incident report in coordination 
with Information Privacy & Security.  All reported breaches are kept strictly confidential. 

4.2 Managers / Chief of Staff 

4.2.1 Agree to this Policy on an annual basis. 

4.2.2 Follow-up on compliance audits in consultation with Human Resources and/or Executive 
Medical Directors and take appropriate action when required. 

4.3 Information Management and Information Technology / Information Privacy and 
 Security 

4.3.1 Oversee the security of IH Systems and ensure controls are in place to prevent threats from 
compromising IH Systems. 

4.3.2 Monitor the IH computer and wireless network for unauthorized access, compliance and 
other privacy/security vulnerabilities. 

4.3.3 Conduct audits as necessary, investigating any alleged compliance misconduct in 
consultation with IH Human Resources, Medical Administration, Risk Management and Internal 
Audit. 

5.0. REFERENCES 

1. IH Policy: AL0700 Records Retention 
2. IH Policy: AR0100 Acceptable Use of Information Systems 
3. IH Policy: AR0500 Email 
4. IH Policy: AR0450 Managing Privacy and Security Breaches 
5. IH Policy: AR0700 User Identification and Password 
6. IH Policy: AR0300 Wireless (WiFi) Network 
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7. IH Policy: AQ1800 Surplus Equipment Disposal 
8. IH Policy: AU1300 Flexible Work Location 
9. IH Policy: AU0100 Standards of Conduct for IHA Employees 
10. IH Security Bulletin #8: Security Standards for the Handling of Confidential 

Information 
11. IH Security Bulletin #10: Acceptable Use for USB Keys and Portable Hard Drives 
12. IH Role-Based Access and Guiding Principles Standard 
13. Information Security Branch, Office of the Chief Information Officer, Ministry of 

Citizen’s Services, Province of British Columbia - Information Security Policy 
 http://www.cio.gov.bc.ca/cio/informationsecurity/policy/isp_summaries.page  

14. ISO/IEC 27002 Standards: Code of Practice for Information Security Management 
 http://www.27000.org/iso-27002.htm  

15. Payment Card Industry Security Standards Council, Payment Card Industry Data 
Security Standard (PCI-DSS) v2.0 
 https://www.pcisecuritystandards.org/security_standards/documents.php?docum

ent=pci_dss_v2-0#pci_dss_v2-0  
16. Information Systems Audit and Control Association, Control Objectives for 

Information and related Technology (COBIT). 
 http://www.isaca.org/Knowledge-Center/COBIT/Pages/Overview.aspx  

17. Freedom of Information and Protection of Privacy Act (FIPPA) 
 http://www.oipc.bc.ca/about/legislation.aspx  

http://www.cio.gov.bc.ca/cio/informationsecurity/policy/isp_summaries.page
http://www.27000.org/iso-27002.htm
https://www.pcisecuritystandards.org/security_standards/documents.php?document=pci_dss_v2-0#pci_dss_v2-0
https://www.pcisecuritystandards.org/security_standards/documents.php?document=pci_dss_v2-0#pci_dss_v2-0
http://www.isaca.org/Knowledge-Center/COBIT/Pages/Overview.aspx
http://www.oipc.bc.ca/about/legislation.aspx
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APPENDIX A 
 
1.0 DEFINITIONS 
 

“Access” means authorized individuals who have the right or need to know in order to 
access personal or confidential information. This would include viewing information on 
paper or in electronic form, or through dialogue. 

“Agents” means any third party individual directly/indirectly associated with Interior 
Health in a business relationship; including but not limited to: allied health care 
professionals, non-IH healthcare professionals, students, volunteers, contractors, sub-
contractors, researchers, vendors and suppliers. 

“Confidentiality” is the duty to ensure that personal information is kept private and is 
 accessible only to authorized persons; 

“Confidential Information” whether oral, written, electronic (digital or portable storage media), or 
film, includes the following:  

a) personal information about clients, staff and agents that includes their: 

 name, address or telephone number 

 race, national or ethnic origin, colour, or religious beliefs or associations 

 age, sex, sexual orientation, marital status or family status 

 Personal Health Number (PHN), identification number, symbol, or other particular 
assigned to them 

 fingerprints, blood type or inheritable characteristics 

 health care history, including a physical or mental disability 

 information about their educational, financial, criminal or employment history 

 personal views or opinions, except if they are about someone else 

 and anyone else’s opinions about themselves 
 

b) business information collected or created by Interior Health that exists regardless of form 
and includes, but is not limited to: 

 information provided to Interior Health by an external vendor or service provider 
which, if disclosed,  would harm the business interests of the third party 

 information prepared as part of pending or ongoing litigation, law enforcement 
investigation, quality assurance review, Workers Compensation Board or 
Ombudsman investigation 

 information related to credentialing, discipline, privilege, quality assurance reviews 
and external review of quality of care 

 in-camera deliberations of Interior Health where such topics as budget strategies, 
personnel, labour relations, land acquisitions or litigation may be discussed 

 unpublished statistical information and internal correspondence related to 
organizational initiatives 

 information supplied in confidence to a mediator or arbitrator to resolve or investigate 
a labour relations dispute 

c) all information that, if disclosed without authorization, could be prejudicial to the interests 
of Interior Health and associated individuals or agencies; and 

d) organizational business information that would harm Interior Health’s financial interests 
and/or information that relates to the management of Interior Health that has not yet been 
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implemented or made public; such as information that identifies the security architecture 
and infrastructure of the organizations’ information systems 

“Computer and Network Systems” means all computing devices capable of storing data, 
attached to the IH network either via wireless or physical connection; e.g. not limited to but 
including a PC, printer, laptop, tablet, smartphone, USB key/hard-drive, specialized medical 
equipment, diagnostic imaging devices, lab instruments etc. 

“Control” means any method of managing risk, including policies, procedures, guidelines, 
practices, standards or organizational structures, which can be of administrative, technical, 
management, or legal nature.  Control is also used as a synonym for safeguard or 
countermeasure. 

“External Party” means any IH business partner, entity or other non-IH organization. 

“External User” means a user of a System who is not affiliated with IH and whose access to the 
System is not for the purpose of performing duties on behalf of IH. 

“Encryption” is the most effective way to achieve data security. Data encryption is the process 
of scrambling data into a completely unreadable format. Only people possessing the correct key 
can then turn it back into a readable format. 

“FIPPA” is the Freedom of Information and Protection of Privacy Act [RSBC 1996] C. 165, as 
amended from time to time.  The BC legislation that prescribes obligations that all public bodies 
are required to meet related to the collection, use, disclosure, protection and retention of personal 
information. 

“IMIT” means the IH Information Management and Information Technology department. 

“IH” means the Interior Health Authority. 

“Information Security” means the preservation of confidentiality, integrity and availability of 
information; in addition, other properties such as authenticity, accountability, non-repudiation, and 
reliability can also be involved. 

“Information Security Event” means an identified occurrence of a System, service or network 
state indicating a possible security breach of information security policy or failure of safeguards, 
or a previously unknown situation that may be security relevant. 

“Information Security Incident” means a single or series of unwanted or unexpected 
Information Security Events that have s significant probability of compromising business 
operations and threatening information security. 

“Least Privilege” means the security principle that ensures that a User should have only those 
privileges required for the task at hand and no more. 

“Password” means a form of authentication data that is used in combination with a User-ID to 
control access to a System. 

“Privacy” is the right of an individual to determine what information about themselves may be 
collected, used, and shared with others. Privacy is related to access where those who are 
authorized and have the right or need to know in order to access patient or other types of 
confidential information. 

“Role-Based Access Controls” (RBAC) means User access is setup based on each User’s 
operational requirements, where System access rights and controls are assigned by the role type 
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using the Least Privilege principle.  Access controls may also prescribe the type of access (e.g. 
view only, edit or full access). 

“SET” means the IH Senior Executive Team 

“Staff” are the officers, directors, employees and physicians engaged by Interior Health. 

“System” means any IH electronic or paper based information system. 

“Threat” means a potential cause of an unwanted incident, which may result in harm to a System 
or organization. 

“User” means any Staff or individual who has been authorized for access to and use of a 
System. 

“User-ID” means a code or string of characters used to uniquely identify a user on a System. 

“Vulnerability” means a weakness of a System that can be exploited by one or more threats. 

 
 
 
 

 
  


