Administrative Policy Manual

V Inter|0r Health Code: AR Information Privacy & Security

ARO0400 - PRIVACY AND MANAGEMENT OF CONFIDENTIAL INFORMATION

Interior Health would like to recognize and acknowledge the traditional, ancestral,and unceded
territoriesof the Dakelh Dené, Ktunaxa, Nlaka'pamux, Secweépemc, St'at’'imc, Syilx,and Tsilhgot'in
Nations,wherewe live, learn, collaborate and work together.

Interior Health recognizesthatdiversity in the workplace shapesvalues, attitudes, expectations,
perception ofselfand othersandinturnimpactsbehaviorsin the workplace. The dimensionsofa
diverse workplaceincludesthe protected characteristicsunderthe humanrightscode of: race,
color,ancestry, place oforigin, political belief, religion, marital status, family status, physical
disability, mental disability, sex, sexual orientation, genderidentity or expression, age, criminal or
summary conviction unrelated toemployment.

1.0 PURPOSE

Provide a consistentapproach for protecting Confidential Informationunder Interior
Health's (IH) custody and control. The Policy alsoensuresthat |H staffand agentsare
aware of, and acknowledge, the ethical andlegal obligationsand consequences of

non-compliance.

2.0 DEFINITIONS

TERM DEFINITION
Access Viewing information on paperorin electronicform, or
through dialogue.
Clients Patientsand personsincarein IH facilitiesand programs.
Confidentiality The dutyto ensurethat personal informationiskept
private andisaccessibleonlytoauthorized persons.
Confidential Whetheroral, written, electronicorfilm, includesthe
Information following:
a) Personal Information (see also definition below);
b) businessinformationcollected orcreated by Interior

Health thatexistsregardlessofform andincludes, butis

not limitedto:

e information provided toInteriorHealth byan
external vendororservice providerwhich, if
disclosed, would harmthe businessinterestsofthe
third party;

e information prepared aspartofpending orongoing
litigation, lawenforcementinvestigation, quality
assurance review, Workers Compensation Board or
Ombudsman investigation;
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e informationrelatedtocredentialing, discipline,
privilege, quality assurance reviewsand external
review of quality ofcare;

e in-cameradeliberationsofinterior Health where
such topicsas budgetstrategies, personnel, labor
relations, land acquisitionsor litigation may be
discussed:;

e unpublished statisticalinformation and internal
correspondence relatedtoorganizational initiatives;
and

e informationsuppliedinconfidencetoa mediatoror
arbitratortoresolve or investigate a laborrelations
dispute.

c) allinformationthat,ifdisclosedwithoutauthorization,
could be prejudicial totheinterestsof Interior Health
and associated individualsoragencies;and

d) organizational businessinformation thatwould harm
Interior Health'sfinancial interestsand/or information
thatrelatesto the managementofinteriorHealththat
hasnot yet beenimplemented or made public;such as
information thatidentifiesthe security architecture and
infrastructure ofthe organizations’ information systems.

E-Health Act E-Health (PersonalHealth Information Accessand
Protection of Privacy) Act. The B.C. legislation that supports
the introduction ofelectronic health recordswhile
ensuring patient privacyis protected.

FIPPA Freedom of Information and Protectionof Privacy Act, as
amendedfromtimetotime,isthe B.C.legislation that
prescribesobligationsthatall publicbodiesare required to
meetrelated tothe collection, use, disclosure, protection
and retention of personal information.

Personal Information | Includesanyinformation whichmay be associated with or
identifiesan individual exceptbusinesscontact
information. Personally identifiable information includes
thingssuch asa person'sname, socialinsurancenumber,
accountnumber, health care number, employment history
or medical information. Personal information does not
include businesscontactinformation, such asa person's
title, businesstelephone number, businessaddress, email
or facsimile number. Referencesto"personal information"
withinthispolicy apply toany documentsor records
(whetherin hard copy or electronicform)on which
personal informationisrecorded and all verbal comments
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or conversationsin which personal informationis
mentionedordiscussed.

Privacy Therightof anindividualtodetermine whatinformation
aboutthemselves may be collected, used,and shared with
others.

Users All staff, medical staff,independent contractors, students,

volunteersandanyother personsacting on behalfofH.

POLICY

IH hasvalue-based, ethical and legal obligationsfor the custody and control of
Confidential Information.

IH recognizes:

e Therightsof individualsto protection of privacy regarding allaspects of
their Confidential Information, in keeping with the FIPPAand the E-
Health Act;and

e ltsrequirementtoinformindividualsthatthere are circumstancesthat
may override theirrightto privacy when Confidential Information will be
shared with authorized individuals.

3.1 Scope

The obligationsoutlinedinthispolicyapplytoall IH (services, programsand
agencies) Usersand informationinany format, including but not limited to,
conversational, paper, orelectronic. Thispolicy applieswhilein the course of
working and conducting businessfor or on behalfofIH, including when off-
duty and extendsbeyond the completion ofthe employmentorbusiness
relationship with IH. While thispolicy doesnotapplytoClients,itis
recommended that Users make Clientsaware ofthe nature ofthe policyand
encourage themtouphold the themesofprivacy and confidentiality as
appropriate.

3.2 Collection, Use and Disclosure of Confidential Information

IH expects Users to collect, use and disclose Confidential Information:

e for purposesdirectlyrelated tothe delivery of health care servicesor for
administration oremployment purposesand limitthe collection to
what is needed tofulfill the purposesidentified;
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3.4

for any purpose where the individual hasexplicitly consented tothe use
of theirinformation;and

Users are expected tocomply with all IH policies, proceduresand guidelines for
the release of Confidential Information. Thisincludesinformation for
education, teaching, research, qualityimprovement, or other secondary
purposes, coordinated asfollows:

release of Client health informationismanagedby the local facility
where the service was provided according to standard practices;

release ofall corporate information ismanaged by the Freedom of
Information office;and

release ofinformation for research purposes must meetthe standards
asoutlined by the Interior Health Research Ethics Board, FIPPA Section
33(3)(h) and E-Health Act Sections 14,19 and 20.

Accessing or Sharing Confidential Information

Before Confidential Information under the custody or control of IH is
shared with a third party, the appropriate data accessand

confidentiality acknowledgement, information sharing agreement/plan
or a contract must be executed by the partiesinvolved. All Users must
abide bythe data accessand confidentiality acknowledgement. The
Information Privacy Office must review all informationaccess
agreementsforthird parties, informationsharing agreements/plans
and/or privacy schedules.

Users should take all reasonablestepstoensure nounauthorized
personnel orthird partiesare provided with Accesstorecords
containing Confidential Information. Any third party requestsfor
Access should be asked to produce identification and theirlegal
authority to Access the requested information.

Users areresponsible forensuring that no Confidential Information is
accessed, transferred or stored outside of Canada exceptwith the
explicitconsentoftheindividualthe informationisaboutorwhere
otherwise permitted by FIPPA. Contactthe Information Privacy Office
beforeyou implementany program thattransmits, transport or stores
Confidential Information outside of Canada.

Destruction of Confidential Information
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3.5

3.6

3.7

3.8

Users mustfollowthe process outlined in Security Bulletin #8—Secure
Handling of Confidential Information and AQ1800 — Surplus Equipment
Disposal Policytosecurely destroy Confidential Information.

Privacy Impact Assessment

Users mustcomplete a Privacy Impact Assessment (“PIA”) before
implementing any new initiative or significantly changing any program,
system or activity thatrequiresthe collection, use, or sharingof Confidential
Information.

Compliance Monitoring and Auditing

Monitoring and auditswill be performed to ensure compliance with thispolicy.
IH Information Privacy office investigatesallsuspected breachesofthis policy.
Actionsmay betakenasidentifiedin Section 3.7.

Accessing or Sharing Confidential Information

IH considersintentional viewing (accessing) of Confidential Information thatis
not required to carry outwork-related responsibilities or the misuse of such
information tobe a breach of policy (for examplesof breaches, see Appendix
A). Failuretocomplywith thispolicy maylead toterminationof Access,
termination ofemployment, termination of contract, withdrawal of privileges
and/or professional sanctions (Policy Reference: AR0450 Managing Privacy &
Security Breaches).

Roles and Responsibilities

e Information Privacy Office - Information Privacy staff provide general
oversightof privacy practiceswithin IH,aswell asdelivery of privacy
education andpromotion of good privacy practices. Information
Privacy respondsto questionsfrom Users, Clients,and membersofthe
publicconcerningcollection, access, use, and disclosure of Confidential
Information. Information Privacy investigates potential and actual
breachesofthispolicy broughttoits attention andinaccordancewith
IH breach policies.

e Managers-managementstaffhave a responsibility to oversee
compliance with this policy by Userswithin theirarea(s) of
responsibility.

e Users-all havearesponsibilitytotake appropriate stepsto protect
Confidential Information atall times,aswell ascomplying with
statutoryrequirementsand their professional codesof practice.
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4.0 PROCEDURES
4.1 Users

e Reviewallrelevant policiesand complete the Data Access &
Confidentiality Acknowledgementin iSite priortocommencing
theirrelationshipwith IH.

e AgreetothisPolicyon anannualbasis.

e Reportanybreachesofthis policytoa supervisor,designate, or
to the IH Privacy office without fear of reprisal. If necessary,
completeanincidentreportin coordinationwith the Privacy
office. All reported breachesare keptstrictly confidential.

42 Manager /Chief of Staff

e EnsureUsersreviewall relevant policiesand complete the
appropriate data accessand confidentiality acknowledgement
priorto commencing their relationship with IH,

e AgreetothisPolicyon anannualbasis,and

e Follow-up oncompliance auditsin consultation with Human
Resources, the Information Privacy Office and/or Executive
Medical Directors, and taking appropriate action whenrequired.

4.3 Human Resources/ Volunteer Services / Medical Administration /
Purchasing / Contract Managers

e Retainanysigned hardcopy ofapplicable data accessand/or
confidentialityagreementsin a User's |H file, or asindicated on the

specificform.
4.4  Visitors

e Mustsign aseparate Visitors’ Confidentiality Acknowledgement
Form priorto commencingavisitortourwithinan IH facility.

e Thepersonorganizingthe visitortourwill:
o Ensurevisitorssign a Visitors’ Confidentiality Acknowledgement
form,and
o Filetheform with theiradministration forretention period as
indicatedontheform.
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5.0 REFERENCES

1. Freedom ofInformation and Protectionof Privacy Act (FIPPA)
2. E-Health(PersonalHealth Information Accessand Protection of Privacy Act
3. IH Policy: AUO100 Standards of Conduct for IHAEmployees.
4. |H Policy: ARO100 Acceptable Use of Information Systems
5. IH Policy: AFO100 Transparency and Freedom of Information
6. IH Policy: RAO700 Confidentiality of Information
7. IH Policy and Staff Brochure: ARO450 Managing Privacy & Security Breaches
8. |H Users' Brochure: EMR-Privacy & Security User Guide
9. IHClientNotification Poster: Caring for Your Information
10. IH Employee Notification Poster: Caring for Your Information
11. IH Policy: AQ1800 Surplus Equipment Disposal
12. IH Security Bulletin #8 - Secure Handling of Confidential Information
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APPENDIX A - Examples of Breaches of Access, Privacy and Confidentiality

Accessing information that you do not need to know to do your job:

e Unauthorized reading ofa Client'schartwhen notinvolved in the direct care ofthe Client
as partofyour role atInterior Health

e Accessing yourown health information, children, family, friends or co-workers

Sharing, copying or changing information without proper authorization:

e Unauthorized release of health information foreducational orteaching purposes

e Disclosing Clientinformationwithout priorsevering oranonymizing Clientidentifiers.

e Disclosingordiscussing Clientor other Confidential Informationon a social networking
website such asFacebook
Discussing Confidential Information in a publicarea such asawaiting room orelevator

e Conducting private andconfidential Interior Health businessin a non-confidential
Flexible Work Location space

Transporting and carrying information:

e Failingtoproperlysecure paperfilesorelectronicdevices, when ontheroad andwhen
working ata Flexible Work Location

Providing access to your personal userIlD and password for any IH computer system:
e Sharingyour password sothata coworkercan logontoan IH computer
e Allowinganunauthorizeduser, (i.e. member ofthe public), touse an IH computer

Leaving a password-protected Interior Health application unattended while signed on:

e Beingawayfromyourdesk whileyouareloggedintoacomputer

e Allowingaco-workerto use your application for which he/she does not have access after
you haveloggedin

Using another person’s personal userlD and password:
e Usingaco-worker'spassword to logontoa computersystem
e Usingaco-worker'sapplicationforwhich you do not have rightsafterhe/sheisloggedin

Providing or gaining unauthorized access to physical locations, which contain or store

Confidential Information:

e Lendingoutyourkeysorfacility/office accessswipe card tosomeone ORusing another's
keys/swipe card forthe same purpose

e |Leavingsecurestorageareasunlocked

Failing to report a breach of privacy, confidentiality or security:

e Notreportingthatyourpasswordtoa computersystem hasbeen compromised orthat
you have lost keys to a storage location for Confidential Information

e Notreportingthatyour mobile computingdeviceyou use forwork haslbeen lost or
stolen, e.g. laptop computer,smartphone, or USB memory key
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